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1 Introduction

The document describes possibilities and ways of usage of the Wireless MBUS RFAN 3.x Radio Network
Analyzer Software Tool which is intended for use in operation and maintenance of the Wireless M-BUS
Radio Network.

2 Installation and Operation of the Analyzer

Wireless MBUS RFAN 3.x Radio Network Analyzer Software Tool (hereinafter referred to as “WMB-
RFAN”) is written in Java environment and can be installed to the PC with any operation system
supporting Java Virtual Machine (Windows, Linux). For the communication between the software and the
Wireless M-BUS radio devices there is necessary to use an external communication gateway that
receives the messages from the Wireless M-BUS radio network and transfer the messages to the WMB-
RFAN software. The gateway can be connected to the computer with installed WMB-RFAN application
directly via relevant computer communications port or indirectly via IP network. The direct connection
goes through Wireless M-BUS USB GateWay (with using of the computer’s USB port) or Wireless M-BUS
Ethernet GateWay (via computer’'s Ethernet port). The indirect connection with using of Ethernet/IP
network goes through the Wireless M-BUS Ethernet GateWay or Wireless M-BUS GSM GateWay. The
indirect connection means literally that the gateway is not connected to the computer via cable but to a
remote port of Ethernet/IP network (practically anywhere in the world) provided that IP connection exists
between the remote port and the computer running WMB-RFAN.

2.1 Wireless M-BUS Communications Gateways

RF network analyzer WMB-RFAN is a software tool that enables analyzing the radio network traffic on the
basis of processing of received radio messages from the radio network. The radio messages from the
radio network come to the analyzer via Wireless M-BUS communications Gateway. The gateway is a
necessary mediator between the radio network and the software. WMB-RFAN Analyzer is possible to use
along with the following types of Wireless M-BUS communications gateways:

WB868-RFU-H WMBUS USB GateWay, 868 MHz - mediation of the information exchange between the
central application (e.g. analyzer) and the elements of Wireless M-BUS radio network working in 868 MHz
radio band via serial line, emulated on USB port of a computer that the application runs on.

WB868-RFE-R WMBUS Ethernet GateWay, 868 MHz - mediation of the information exchange between
the central application (e.g. analyzer) and the elements in Wireless M-BUS radio network working in 868
MHz radio band via intervening IP network. The module receives packets from Wireless M-BUS radio
network, checks its correctness and packets them in IP/UDP frames and sends them on preset IP
address and preset application port.

WB169-RFE-R WMBUS Ethernet GateWay, 169 MHz - is the version of Ethernet gateway working in
169 MHz radio band.

WB868-RFG-R WMBUS GSM GateWay, 868 MHz - mediation of the information exchange between a
central application (e.g. analyzer) and the elements in Wireless M-BUS radio network working in 868 MHz
radio band via GSM/GPRS communication. This modules functionality is similar to the Wireless M-BUS
Ethernet Gateway, except for the radio modem GSM/GPRS that enables the communication via GPRS
protocol in GSM mobile network.

WB169-RFG-R WMBUS USB GateWay, 169 MHz - is the version of GSM gateway working in 169 MHz
radio band.

WB868-RFW-R WMBUS WiFi GateWay, 868 MHz - mediation of the information exchange between a
central application (e.g. analyzer) and the elements in Wireless M-BUS radio network working in 868 MHz
radio band via IP communication network with WiFi radio local loop. This modules functionality is similar
to the Wireless M-BUS Ethernet Gateway, except for the WiFi radio modem that enables the local access
to the IP network through the local wireless WiFi network.

WB169-RFW-RWMBUS WiFi GateWay, 169 MHz - is the version of WiFi gateway working in 169 MHz
radio band.

All the communications gateways are hardware elements that are not part of the analyzer but that are
necessary to get if you want to use this Radio Network Analyzer. The instructions for connecting the
gateways to the analyzer see in chapter 2 in this document.

In the following paragraphs there is described the PC installation process and connecting of gateways to
the analyzer software.
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2.2 Analyzer Software Installation

Software WMB-RFAN consists of several folders and takes approximately 1500 KB of the disk drive
space. Copy the files to any chosen directory:

U
G‘ki/ | = Computer » Local Dk (C:) ~Program Files : (x86) v waco v rfan3 v WMBUS ¥ WMBRFAN

Organize v Indudeinlbrary v Shwewith » Burn  New folder
& Favontes Name A I Date Type J Size
BE Desktop
[} 19.8.2014 12:09 Folder
». Recert Places . g
& mbuss4.ico 4.6.2013 18:42 IrfanView ICO File 15kB
8 Downloads
unins000.dat 19.8.2014 12:09 DAT Fie 6 kB
= Libraries B uninso00.exe 19.8.2014 12:09 Application 1179 kB
¥ Documents 4] wmban3.jar 15.5.2013 10:11 Executable Jar File 143 kB

FiguelAnal yismsesedriogrAm FiAWMBUS/ WAVBRBEANEEt or y

Find out if you have Java Runtime Environments (JRE), SUN Microsystems, Inc. installed in your

computer in latest version, in case of need, please, installl update your Java for free from
http://www.java.com/en/download/index.jsp.

Create a shortcut (for example on your desktop) to launch the file in JVM environment:

> >

A right-click the shortcut and choose ,Properties®;

A in folder ,Shortcut” fill in the field , Target” this way:

\

J \

right-click the item on the desktop and choose menuNe YW ol der

open ,Create shortcut” and find its location (click on ,Browse® and choose ,Desktop*) and type a
name for the shortcut (for example ,WMB-RFAN®). The shortcut WMB-RFAN has been created;

"C:\Program Files (x86)\Java\jre6\bin\javaw.exe" -jar "C:\Program Files (x86)\WMBUS\WMBRFAN\wmban3.jar"

A

I

)
1

aunchREODCation | auncWMBRHANOCat i on
A in folder ,Shortcut” fill in the field ,Start in“ this way:

"C:\Program Files (x86)\Java\jre6\bin"

in folder ,Shortcut” click on ,Change Icon® button and set up the path to the originally given icon

mbus64.ico by ,Browse“ button (Pr ogr am F i/WMBUS/MBBEF AMb us.6id) o

Click on the created icon and open the main menu in WMB-RFAN program.

f® wireless MBUS Analyzer 3.00 E

File Config Help

[} Packets | Radar T Filters T Encryption]

[ ] Filter

Packets

rlndex | Time[s] |AT[s] |RSSI |Length |Cfield |ID | Man. |Ver. | Type | Cl |HdriD | HdrMan. | HdrVer. | Hdr Type |Access# | Status | Signature |Encrypted |

Variables

Index |Value |dim |Tariff | Storage | Unit | DIF |VIF | Data |

E——

0:01:11

Figure2Wi r e | eBUSRRAVAB .axnal yzer

WMBURFANSBs er

Gui de

mai n menu
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In case there appears ,Missing jSerial library” notification while launching the program, install the software

Java Virtual Machine for the serial port support from the installation fle ASet upJB@&imnatase the
,Missing jSerial library* notification appears despite the successful AS e t u p J S ‘efile instdllation,sthien

the operation system requires 32bitJ ava vérflda(ht t p: / / www. j ava. com/ enhdownl o:

2.3 WB868-RFU - Wireless M-BUS USB GateWay Connection

Connect the WB868-RFU module (Wireless M-BUS USB GateWay, 868 MHz) to the USB port of a
computer. The module is power supplied by the USB port, so immediately after connecting it to the
computer the module switches on and activates 3 virtual serial ports (data transmission, configuration and
firmware upgrade). The device will appear in the Cont r ol /Dé&waine¢a ghartable in ,Other
Devices® section. The serial ports will appear in the ,Ports (COM & LPT)* - see Figure 3 b):

=3 Device Manager I = Device _M_i"fﬁﬂj R
| File Action View Help File Action View Help )
MmO Em Gl znd (6= m@C HM| & F&RS
1
422 Bartonova 4 = Bartonova
4 3 Otherdevices
b ) Other devices 1 —_
i OF
7 DFU runtime interface & O'U runtime interface
Jn Wireless Gateway o i dipies
5 Wireless Gateway ey acpter
— =» ' DVD/CD-ROM drives
L# Disk drives — |Keyboards
| & :
@ Display adapters A | Monitors
&= - DVD/CD-ROM drives )*| | Mice and other pointing devices
— Keyboards gl Computes
A Monitors 4 'Y Ports (COM & LPT)
)| Mice and other pointing devices *$ RFU Gateway serial port (COM3)
/& Computer 5 RFU Monitor serial port (COM4)
D Processors [ Processors

Figure3 a No#fi uncti oning gateway (dhFwvmrect mdosismgpggat ewayit ah ADevVvi

If the serial ports are not installed in the computer, the serial ports will show as non-functioning in the
table (see Figure 3 a). It is necessary to install the relevant driver into the computer. Extract the serial port
driver ,ugw3.inf* from the delivered file. Copy the file (or unwrap from ,ugw3.zip“) into any directory and
install the driverino p er at i n gWisnydsa wasnd87according to the following instructions:

A Leave the module WB868-RFU connected to the computer and the window ,Device Manager*

opened;

Right-click on the second item (,Wireless GateWay“) and choose ,Update driver software in the

context menu;

Click on ,Find driver in this computer” in the next window;

Click on ,Find driver in this location“ in the next window;

Click on ,Browse*“ and mark the item (directory) with the installation folder ,ugw3.inf¢, then choose

~Next;

Driver will install in the computer. During the installation the Windows system informs you that

~Windows can’t verify the publisher of this driver software” so you choose ,Install this driver

software anyway“ and enable the successful driver installation (*);

A After the successful installation (system Windows notifies ,The driver software updates were
successfully installed) and the particular port will move to the folder ,Ports (COM & LPT)* and
appears as ,RFU Gateway serial port*;

A Install the second serial port in the same way (second item of the ,Wireless GateWay"“ in the
folder ,Other Devices" in Device Manager table). You can use the second serial port (successful
driver installation appears as ,RFU Monitor serial port“) alternatively for the gateway configuration
in ,Hyperterminal“ mode. Leave the ,DFU runtime interface” item as is (without a driver) — this
port is used only to upgrade the device firmware.

After successful drivers installation you can see both serial ports as it is shown at the Figure 3 b).

> > >

>
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(*) While installing the drivers in the computer with OS Windows 8, a problem can occur with the driver
installation that doesn’t have a digital signature (,unsigned driver). In this case follow these instructions:

By pushing the keys ,Windows + R* open the window ,R u fj

Into the editable field ,Open® write the restart command:s hut down. éke; 00 /[ o
»,Choose an option“ window will pop-up and there you choose ,Tr oluds h“p ot

In ,Troubleshoot” window choose ,Advanced “ptions

In ,Advanced options” window choose ,Windows Startup Settings“andrun ,Re s t“ar t

> > > > > P

Driver Si gdmatcwere nEn
A After launching the system, install the driver according the above mentioned instructions.

Earlier OS Windows versions (Vista, Windows XP and older ones) do not support sufficiently the
installation of multiple virtual serial ports onto one physical USB port, that is why the WMB-RFAN
analyzer cannot be used on the computers operating on such systems.

For the OS Linux there is no need to install the support drivers for serial ports as the operation system
Linux automatically matches its own generic drivers (that are parts of the Linux system) with the serial
ports.

After the restart, the system opens a window ,Advanced Boot Options” — choose option ,Di s abl e

If the serial ports are functioning, start up the analyzer and pick up from the analyzer Co n f i grhePw r t

offered ,RFU Gateway serial port“, marked by the operation system for example as ,COM21“ (see Figure
4). Click on this serial port. In the lower-left corner of the main analyzer screen a flushing symbol of
disconnected circuit (---x---) would change into the symbol of the connected circuit (------- com21).

If there are more serial ports in the Con f i g mého and you don’t know which one is the ,RFU
Gateway serial port“, find it out via ,Device Manager” or try to connect them one-by-one until there
appears the symbol of “connected circuit” in the lower-left corner.

4 wireless MBUS Analyzer 3.00

File g8 Help

UDP/IP

>
WMBUS Mode >
>
>

Rf Channel COom22
Pack Decoding ‘
Look & Feel | 2
InGex—T ey T s | RSSI | Length | Cfield | ID | Man. | Ve

Figure4Choi ce of t he Sy aatle vwaoyr tc of nonre ctthieo n

If you see only ,UDP/IP* item inthe Co n f i g tabRedwithout serial ports COM) it means that you need
to install the support drivers for serial ports for JVM from the delivered installation file ,SetupJSerial.msi*.

The analyzer is ready to operate if the USB port connection is signaled by the symbol of the connected
circuit light (------- com) in the lower-left corner.

2.4 WB868-RFE/RFG/RFW GateWay Connection

Any kind of IP-protocol based GateWay (WB868-RFE/RFG/RFW) can also be used for the radio packets
transmission into the analyzer, if installed on the local or remote IP network. From the IP network point of
view such GateWay is installed and configured the same way as any computer: it must have an individual
IP address assigned according to the standard IP addressing rules, alternatively it can have a name
assigned in DNS. It is possible to connect the IP-protocol based GateWay to the analyzer only in case if
IP connectivity between the WMB-RFAN computer and the GateWay exists.

Connect the WM868-RFE/RFG/RFW GateWay to the WMB-RFAN according to the following instructions:

A InConf i gdn#@lyaer menu choose the item ,UDP/IP¥;

A In the popped-up window enter the IP address of the gateway (in standard format — e.g.
172.16.16.1) or its network name (see Figure 5 a);

A If the gateway connects to the analyzer, there will appear the symbol of the connected circuit light
with the gateway’s IP-address or network name in the lower-left corner (see Figure 5 b);

A Place the cursor above the gateway name and it will show the information about the device name
and the current frequency channel settings of the gateway.
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Configure IP Gateway ) AI

IP address: | eqw1|

r . E - 172.16.16.178:1141
UDP dstport: 1141

Device: WMBUS Gateway RaspberryPl B"'ji
Ak | | cancel | |Channel: 0 J

Figure5a WM8 6RFE onnection t o) WMecRmMBOpresi gomal i

AUDP dsfti eglod-¢&sn par ecommonly used UDP port number which

evewWyr elMeBSWBSEt her net Gat eWay. It is possible to chang
configuration. I f you chamgwee tthe lhhangeumber poyounamls
configuration so the numbers would be identical

3 Basic WMB-RFAN Configuration

The basic analyzer configuration is carried out from the main (upper) menu ,Config“. The menu contains
these options:

A Port - setup connection to the communication gateway (see chapter 2)

A WMBUS Mode - quick switch of the communication gateway into a chosen communication mode
A RF Channel - quick switch of the communications gateway into a chosen frequency channel
A Decoding - enable/disable decoding of headers and contents of the received messages

A Look and Feel - analyzer screen design setting (colors, fonts)

3.1 Quick Mode and Channel Switching

The ftraffic can be analyzed only on that communication mode and frequency channel to which the
communications GateWay is tuned on. Communication mode and channel of the GateWay can be set-up
locally in the process of the GateWay configuration. If the connected gateway supports the remote mode
and channel switching, there is a possibility to change the mode and channel remotely by using of the
Conf i g/ MB UaBd Qwondfei g/ RF toGlsd thenaedlyzer.

3 wireless MBUS Analyzer 3.00 3 wireless MBUS Analyzer 3.00

File gofilils§ Help Eiler ma Help ) B
I Encryption ] Pay Port > T Encryption
WMBUS Mode WMBUS Mode >
L T
L[ Rfghannel 82 UEEEITES . |
Pac Decoding T2 PacH Decoding > 2
" | Look&Feel s2 [ o Look & Feel > 3
Intex— - S2m nagth | Cfield [ ID | Mz InGex— e ST T TIST - Length | Cfield | ID | Man
R2 5
R

Figure6Qui ck chodaeammwri ¢ &tei ofnr enpuWen @y dchiean e o f

To verify the mode or frequency channel settings check the mark , ¢ “intheConf i g/ WMB Uasd Mo d e
Conf i g/ RF m@rualhemswribol marks the current selection.

3.2 Enabling and Disabling Message Decoding

The communication in the Wireless M-BUS radio network is going on the standard messages of the
Wireless M-BUS communications protocol. The Wireless M-BUS protocol has following structure of the
messages:

| WMBUS Header | Data Content
Fixed or Short Variable Data Blocks
Data Header Block1 | Block2 | Block 3 Block N

Figure 7Th®i r el 68dJsneMs sage structure
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The analyzer displays the received messages from the Wireless M-BUS radio network in form of
individual records. These records contain information describing the message receiving circumstances
(receiving time, strength of radio signal...) as well as the recorded messages themselves (received Bytes
in hexadecimal format). If “message decoding” function is enabled, WMB-RFAN decodes the received
Bytes of each message and display the values of the message header in ,user-friendly* shape. This
function is switched on by choosing of ,,Wireless MBUS* option in the “Config” menu (see Figure 8).

[ wireless MBUS Analyzer 3.00

File gefsiils@l Help

Pa{ Port » || Encryption

3 WMBUS Mode >
LJ| RfChannel >
Pac Decoding None |
" | Look&Feel > :
In T T T |

Figure8Enabl e the message decoding

In the upper “P a ¢ k "etdbke there appear the decoded data from WMBUS Header and Fixed M-BUS
Header (or Short M-BUS Header) of the messages. In the lower “Va r i a Hable there appear the
decoded data of the Variable Data Blocks of that individual message, which is selected in the upper table.
In the individual rows of the “Variables” table there are decrypted data of the individual variables of the
message. The meaning of particular fields of both tables is described in chapter 4.

&) wireless MBUS Analyzer 3.00

FEile Confg Help
jPackets1 Radar | Filters ] Encryption ]

LJ Fitter

Packets

| Index | Time [s] |AT[s] | R8SI | Length | Cfield | ID | Man. |Ver. | Type |Cl | HdriD | Hdr Man. | HdrVer. | Hdr Type | Access# | Status | Signature | Encrypted |
6  4:52.652 85.859 7% 64 0x44 12345673 SFT 1 HeatCostAllocator 0x72 12345678 SFT 1 8 14 00 0000
7 53520639 59.987 -65 64 0x44 12345678 SFT 1 HeatCostAllocator 0x72 12345678 SFT 1 8 15 00 0000
8 6:52.711 1:00.072 -66 64 0x44 12345673 SFT 1 HeatCostAllocator 0x72 12345678 SFT 1 8 16 00 0000
9  7:45.216 52.505 -50 62 0x44 11000060 TR 30 Water 0x7a 131 48 3005 AES
10 7:52.684 7.468 -84 64 0x44 12345678 SFT 1 HeatCostAllocator 0x72 12345678 SFT 1 8 17 00 0000
11 8:18.223 25.538 =12 142 0x44 31600904 EFE 0 Water 0x7a 229 0b 8005 AES
12 8:52.751 34.528 -73 64 0x44 12345678 SFT 1 HeatCostAllocator 0x72 12345678 SFT 1 8 18 00 0000
13 9:52.825 1:00.074 -64 64 0x44 12345678 SFT 1 HeatCostAllocator 0x72 12345678 SFT 1 8 19 00 0000
14 10:52.806 59.981 -66 0x44 12345678 SFT 1 HeatCostAllocator 0x72 12345678 1 8 00 00 00 =

11:52.883 1:00.077 -66 12345678

| 16 12:18.427  25.544 -74 142 0x44 31600904 EFE 0 Water 0x7a 229 05 80 05 Ags,

Variables

Index | Value | dim | Tariff | Storage | Unit | DIF | VIF | Data |

10.0 0 0 00D 78 03 54 49 32
224,82 °C 0 0 002 65 9E 098
324.62 °C 0 0 022 &5 9E 03
424.62 °C 0 0 012 65 9E 03
524.62 °C 0 0 032 65 9E 03
61.0 0 0 002 FD &L 01 00
7 3555.0 0 0 002 FD 46 E3 0D
824.3 °C 0 0 002 B5E F3 00
9 1271.0 seconds 0 0 004 20 F7 04 00 00

Figure9Decoded message displaying whVéemeémBasd)Md decoding (opti o

If the “message decoding” function have been disabled (by choosing of ,,None* option in the “Config”
menu), the whole message body (including headers) is presented in the original hexadecimal form in the
,Data“ field (see Figure 10).

Index | Time [s] AT[s] | RSSI | Length | Data

1 3:26.675 0.000 -40 50 44 D4 4C 55 44 33 22 01 07 72 55 44 33 22 D4 4C 01 07 23 00 00 00 OD 78 04 4D 44 4D 42 04 14 E8 03 00 00 02 FD 46 64 OE 02 SE ES 00 04 20 OF 29 00 00
4:02.821 36.146 -62 (7844 D4 4C 78 56 34 12 01 07 7A 57 00 00 00 OD 78 04 53 45 4E 33 04 13 4F 5C 79 17 02 FD 46 51 OE 02 SE E9 00 04 20 1E C9 76 00

3 5:22.369 1:19.548 -53 62 44 92 26 60 00 00 11 1E 07 7A CA 48 30 05 B8 35 BC B4 E2 BC 3D B1 24 E6 46 CA 4E A8 20 92 69 94 FD 78 9B 2F C3 14 EE 3C 51 B9 61 6A 75 B9 AB E9 4B 38 30 3

Figure 10 Di splaying the messages whMoném)abl ed decoding

3.3 RF Analyzer Screen Design Settings

Conf i g/ L o optioh il bdlp to change the look of the analyzer screen with one of the pre-set
designs that show up in the menu.
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The designs are based on templates of the operation system. The application detects and offers
automatically the options provided by the operation system of the computer in which the WMB-RFAN is
installed.

@ wireless MBUS Analyzer 3.00

File §eflgiils® Help

I Encryption ]

WMBUS Mode
Rf Channel

Decoding

Look & Feel Metal

4 Nimbus
CDE/Motif
Windows
Windows Classic

ID | Man. | Ver. |

Figure 11 RF Anerl yszcreertdeé niggn s

4 Radio-Message Field Description

Detailed information contained in received Wireless M-BUS packet can be displayed in the “Packet” mode
(see chapter 5) provided that the “message decoding” function is enabled (see paragraph 3.2).

4.1

Wireless M-BUS message structure is described at the Figure 7. In the “Packet” table there are displayed
decoded information from the “Wireless M-BUS Header” and “Fixed M-BUS Header” (or reduced “Short
M-BUS Header” if used).

The “Wireless M-BUS Header” contains following information which are displayed in the appropriate
columns of the “Packets” table:

“Packet” table description

Name Description Field of the ,,Packets* Table

Length (L) Number of bytes excluding the length field and all CRCs. Length

Type (C) Packet type. C field
Manufacturer ID (M) ID of the manufacturer, according to DLMS. ID

Address (A) ID of the meter device Man.

Version (V) Version Ver.

Type of medium (T) Medium Type

Application Type (Cl) Type field of the application layer (Application Layer). Cl

The “Fixed M-BUS Header” contains following information which are displayed in the appropriate
columns of the “Packets” table:

Name Description Field of the ,,Packets* Table
Ident. Number ID of the meter device Hdr. ID
Manufacturer ID of the manufacturer, according to DLMS. Hdr. Man.

Version (V) Version Hdr. Ver.

Medium (T) Medium Hdr. Type
Access No. Message order number Access #
Status Device error status Status
Signature Encryption type and parameter Signature, Encrypted

If the W-MBUS device uses messages with the “Short Data Header” in the data content, then the
message contains only last three fields from the Fixed M-BUS Header (Access No, Status and
Signature). In that case the appropriate fields of the analyzer are empty.

The analyzer displays in the appropriate columns of the table also some additional information about
each caught message:

WMBURFANBser Gui de Pag®:/ 15



A ,Index“ - message order number in the “Packets” table

A, Time [s]“ - relative time of catching the message from the time of the analyzer’s start-up or
from the analyzer’s reset by ,Delete all packets® option chosen in the context menu (see detailed
description in chapter 5). In the lower-right corner of the main ,Packets” window there is
displayed the current time counter status;

A A T [s]“ - time difference between two successive (displayed) messages, the difference time
counts for the current display so the time difference counts only between those items that we
really see in the screen of the ,Packets” window — if you filter only few messages, the time
difference will count only between these selected messages;

A RSSI* — signal strength of the received message. The value displays in dBm so the values
should be in negative numbers. The higher absolute value, the weaker signal strength (-85 dBm
is stronger signal than -105 dBm). The values get in a particular point a scale of red colour so the
more remarkable red, the weaker signal you get (it requires to pay the attention to it).

Each row in the “Packets” table represents one received message. By clicking on the raw of the
requested message the more detailed information of the selected message is displayed in the lower
“Variables” table.

4.2 *“Variables” table description

In the lower “Variables” table of the main screen of the analyzer there are displayed the data from the
individual Variable Data Block of the message data content. The table displays set of variables of the
selected message (of that message which is assigned in the upper table by clicking on its raw).

There are following information displayed in “Variables” table:

A, Index® - variable order number

A ,Value“ - measured value of the variable (number or text);

A “Dim” — dimension of the measured value (eg. m3, Volt, kWh...);

A “Tariff” — number (ID) of tariff (if used, default “0”);

A “Storage” — number of storage (if used, default “0”);

A “Unit” — unit (device) number (if used, default “0”);

A “DIF” - original data content of the DIF or DIFE field in hexadecimal characters;

A “VIF” — original data content of the VIF or VIFE field in hexadecimal characters;

A “Data” — original content of the “data” field in hexadecimal characters (=value before decoding).

If the “message decoding” function have been disabled (by choosing of ,,None* option in the “Config”
menu — see paragraph 3.2), the “Variables” table is empty.

5 Working in ,,Packets* Mode

.Packets” mode is the basic analyzer’s working mode. It automatically switches on at the time of the
analyzer launch; it can be switched on manually by clicking on upper toolbar “P a ¢ k’eftlds In the
Packets mode you can browse all received radio messages (,packets®) in the analyzer active window.
The messages are displayed in individual rows of the table item-by-item in the time (in the first row there
is the oldest message and the latest message is always in the last row).

The columns of the table are organized by default in the above mentioned order but their order can be
changed by the mouse drag. The purpose of the individual attributes (columns) of the message is
described in chapter 4. The messages start uploading at the moment of launching the analyzer.
Whenever during the work with the analyzer the uploaded messages can be deleted (,reset window*) and
start loading again (see paragraph 5.1).

.Packets” mode enables saving the current table of received messages in a data file and recall the stored
messages any time in the off-line mode. This functionality enables uploading of the radio traffic sample in
a place of the radio modules installation and then to proceed its analysis back in your office. The sample
of the uploaded radio traffic is also possible to send via e-mail to a specialist who can analyze the radio
traffic off-line. The data file handling in off-line mode is described in paragraph 5.3.

.Packets*mode usesc ont ext ( meeoglhitc k me-nmp mepopthat provides shoi
you mi ght .Wherdntext menudconjents these items:

A Del et e al:|Packetsttable teset — see paragraph 5.1

A Add F:ienterirgthe device ID in the filter — see paragraph 5.2

A Add&Encr ypt i:enteringtheencryption key for message decoding — see chapter 7
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A L o a bading of the data file for off-line viewing — see paragraph 5.3
A S a v saving the current table of received messages in a data file — see paragraph 5.3
A P r i: printing the table

The, F i | butbon Will apply filters on uploaded messages (see paragraph 5.2).
5.1 ,Packets“ Table Reset

The messages start loading in the ,Packets” table immediately after the analyzer start-up®. You can empty
the table anytime by clickingon , De | @t e p a iekadnttre “‘context menu and the messages will
start loading-up automatically from the reset moment. The time value (hh:mm.ss) in the lower-right corner
shows how much time has passed from the analyzer start-up or from the last reset (the time value shows
how long the messages have been loading).

5.2 Message Filtering in Packets Table

Filtering in the ,Packets” table will help you to ease the radio traffic analysis. There are four message
attributes you can use for filtering:

A ID - through the filter will get only messages with specified Manufacturer ID in the header
A Version — through the filter will get only messages with specified Version in the header
A Type — through the filter will get only messages with specified Type in the header

A Manufacturer — through the filter will get only messages with specified Manufacturer in the header

You can combine these attributes into one condition that would work as the logical product of both
attributes. If you enter all four attributes you will get messages from the only one unique device.

The filter is multiplex and works as a logical sum (“OR”) of all given conditions. That means you can enter
an arbitrary number of conditions and in the table there will appear (they will get through the filter) such
messages that fulfill at least one of the entered conditions.

Filter Display

Display the table of filter settings by clicking on ,F i [|st feld in the upper bar. Each condition is displayed
as one row in the table (see Figure 12). As you can see at the figure there is one active condition already
entered in the table and the form for entering another one is opened.

File Config Help AdI T x|

[ Packets [ Radar TFiIters T Encryption ] |
ID: ——
Index | Active |ID | Version | Type | Manuf | Vereion
1 [ 00122568 1 1 SFT SRIOM
Type:
Manufacturer:
Add | Cancel
Figure 12 Filter condiAFRichitedret ti ngs i n
Filter Condition Settings
Add, remove, enable (,switch on®) and disable (,switch off) the filter conditions in ,Fi | t feld of the

context menu. The context menu offers these functions:

A Add Fi | tadding new filter condition

Enabl e Al-lbulkactivation of all conditions (bulk ticking of ,Active®)
Di sabl e Albdlk deactivation of all conditions

Del et e S e Fremavingofithe selected condition

Del et e A l-lbulk removing of all the conditions (emptying the filter)

v > >

By choosing the ,Add Filter” item in the context menu open the ,Add Filter* table with four above
described editable fields (see Figure 12). Add the condition by filling in at least one of the fields.

You can ease entering device ID into the filter by copying it directly from ,,Packets” table:
A mark the chosen packet by clicking on it in ,Packets* table;
A right-click to call the context menu;
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A click on ,Add Filter* and a table will pop-up with the selected device ID copied and filled-in (see
Figure 13);

A save the condition into the filter by click on ,Add* (in ,Filters* fold will appear a new row).

j PacketsT Radar T Filters T Encryption ]

[ Filter Add Filter x|
Delete all packets
Packets TR ID: 22334455
Index | Time [s] ATIs] |RssI | Length | Cfield | ID [ Man. | ver, | Typ| AddEncoptionKey [r . ip Hdr Man. | Hd| Version: 1
| 1:46.605 0.000 -89 42 0x44 12345678 SFT 1 wa| Load IEE————
2 3:45.492 1:58.887 -68 46 0x44 21853992 TCH 112 62| Save Type: 7
3 6:15.370 2:29.878 -54 46 0xd44 81854209 TCH 112 62 Print
4 7:09.748 54.378 -69 142 0x44 31600904 EFE 0 Wa Manufacturer: SFT
8:29.623 1:19.875 -62 50 0x44 PPREITELEN SFT 1 Water 0x72 22334455 SFT 1
6  10:37.663 2:08.040 -63 64 0x44 12345678 SFT 1 HeatCostAllocator 0x72 12345678 SFT 1
Add Cancel
i 7 14:20.239 3:42.576 -54 46 0x44 81854208 TCH 112 62 0xa0 luaddis) [ cancel |
8 18:22.764 4:02.525 -53 46 0x44 81854209 TCH 112 62 0xa0
Figure 13 RF address ngmt grhiendg i |l ter by copying it from APacket

Enable, Disable and Reset Filter Conditions

You can define many various filter conditions during the ,Packets” table analysis and then you can enable
or disable these conditions for your purposes. The newly added condition is always enabled so if you
want it to be disabled, change it by unchecking the ,Active“ check-box. It is possible to activate/deactivate
all conditions in bulk by ,Enable All* / ,Disable All* in the context menu.

In case you want to delete only one condition from the ,Filters” table, mark the relevant row by the
double-click and choose ,Delete Selected” option in the context menu. To delete all conditions in bulk
choose ,Delete All“ option in the context menu.

Applying Filter for ,,Packets“ Table Displaying

If you want to apply a filter on the loaded data in the ,Packets” table, click on the ,Filter* check-box in
upper part of the window. Immediately all the active filters in ,F i | t feld will apply on the data in the
table. Every time you change the filter conditions (add/delete conditions, enable/disable conditions), you
have to switch off and on the current filter.

@ T E— Analyzer 3.00 _[ PacketsT Radar I Filters T Encryption ]
File Config Help

[ Packets | Radar | Filters | Encryption |

Packets

Index | Active | ID | Version | Type | Manuf | Index | Time [s] |AT[s] | RSSI | Length | Cfield |ID | Man. | Ver. |Type |[CI | Hdrl
1 [J e1e53992 112 98 TCH 1 7:09.748 0.000 -69 142 0x44 31600904 EFE 0 Water 0x7a
2 22334455 1 7 SFT 2 51:09.633 43:59.885 -75 142 0x44 31600904 EFE 0 Water 0x7a
m‘ 0 7 EFE 3 1:19:10.248 28:00.615 -84 142 0x44 31600904 EFE 0 Water 0x7a
91600904 4 1:31:09.309 11:59.061 =4 142 0x44 31600904 EFE 0 Water 0x7a
Figure 14 Activating of selected condition and applying the <c

The tdiimd ein&ic dco]l fuarinwacyosr r esponds with the time differ.
the packdtl ndeaedmt) he ti me ofectehev epdr edviisogu salyyeld) piarc kteh e (
tabl e. These times wild. changeabwaydhecdriddsponadp pwiyti
created table

5.3 Data File Handling

With this function you can save the updated table of received messages into a file for the later off-line.
Create the file following these instructions:

save the update table of uploaded messages in a file by ,Save“ option in the context menu;

~save“ window will open with standard tools for saving a file (see Figure 15 a);

the file usually stores intothe Us er / Wi ndows Appl woméuis ancBsted@lpngr t /

with the analyzer software installation - with the file extension ,pkt2. If you don’t want this
location, you can use a ,Look in“ tool and choose another folder to save the file in;

A choose the file name, preferably it characterizes when and where the messages were recorded;

A save the file by ,Save®.

> v D

In the file there will be saved all the uploaded messages; if there was filter enabled during the message
saving, the filter will be neglected and there will also be saved all the messages that didn’t get through the
set filter.
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You can download the stored table of radio messages in the off-line mode in the ,Packet window:

A download the selected table from the file by choosing ,Load* in the context menu;
A ,Open“ window will open with usual tools for the file opening (see Figure 15 b);

A if the file’s location is somewhere else than in the standard location in Us er / Wi n
Applicati omwmdwp @ op®nthe file with its real location by ,Look in“;

A choose the required file and open it by ,Open®.

dows

Look In: [[ﬁ,nan:& T] (i a @ | [(E] & Look In: [[ﬁ.rfarﬁ '] (i %) @ | (&) 8l
| [ Kralupy_2012-02-13 pki2 1 ['] Kralupy_2012-02-13.pkt2
IR Unhost_2012-04-22.pkt2
FileName:  Unho3t_2012-04-22.pkt2 File Name:  Unho3t_2012-04-22.pkt2
Files of Type: {RFAna!yzerpacketﬁle EJ Files of Type: \RFAnaIyzerpacke!ﬂie TJ
Save Cancel Open Cancel
Figure 15 aSaving data in a file b)Opening stored data from a

The stored table of radio messages will load up into the ,Packets window. Then you can work with the
data in similar way as in the on-line mode (filtering, deleting...).

6 Working in ,Radar“ Mode

»-Radar* mode enables to find out which radio modules are deployed in the particular radio network (in the
current reach of the radio signal of the analyzer). Switch the analyzer onto the ,radar* mode by clicking to
the ,R a d ‘afald (see Figure 16).

In the ,Radar” mode there are displayed data about all the caught radio devices in the reach of the radio
network in the active window. The data are displayed step-by-step in the order in which the analyzer
catches their messages in the radio network. Each sender is identified by its ID-number and Manufacturer
(Vendor) code and appears in one row in the table with following attributes (columns of the table):

Index - message numerical order in table

ID - message sender manufacturer ID

Vendor - message sender manufacturer code

RSSI - signal strength of the latest received packet — direct receipt
Age - update time of the latest received message

Immediately after the analyzer launch, the messages start loading up in the ,Radar table and will remain
there (will not be deleted) even when resetting ,Packets® table. After passing the sufficient time
(depending on the radio traffic) you will get the list of all the active devices in the given place.

4 wireless MBUS Analyzer 3 - o] x|
v Ejle gonﬁg Help )
[ Packets | Radar | Fitters | Encryption |

‘ Index ‘ ID | Vendor | RSSI \ Age |

1 22334455 SFT -61 0:01:26
2 81854209 TICH -49 0:03:23
3 12345678 SFT -60 0:04:18
4 31600904 EFE -84 0:10:44
5 81853992 ICH -64 0:30:06
6 63406583 KaM  -86 0:30:23
7 81506372 TICH -47 1:01:49

£ 172.16.16.183:1141 1:29:55

Figure 16 Di splaying of devices in fARadar o mode

Reset the ,Radar” table by ,D e | e t“én th& tohtext menu of the ,Radar” fold. After each reset the data
start upload automatically again into the table.

It is possible to print the table by clicking on ,P r i“ im the context menu.
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7 Working in encryption mode

In case the data content (i.e. all variable data blocks or some part of them) of the Wireless M-BUS
message is encrypted by using of AES-128 coding, there is necessary to enter appropriate encryption key
to the analyzer, otherwise the data will not be decoded.

Encryption keys are stored in Encryption Key Table that can be displayed by clicking to the ,En c rig § t
fold. Encryption key can be entered or removed to the table by using of the table context menu. The
context menu offers these functions:

A AdKey - adding new encryption key to the table

A Del et e S e-remavingofithe selected keys

A Del et e Al-bulkremoving of all the keys (emptying the table)
A LoaKeys - loading the table of keys from the data file

A Savkeys - saving the current table of keys to the data file

By choosing the ,Add Key" item in the context menu open the ,Add Encryption Key“ table with four device
ID editable fields and one more editable field for the key (see Figure 17).

4 wireless MBUS Analyzer 3.00

Elle.Confia, Help Add Encryption Key x|l
[ Packets T Radar T Filters T Enaypﬁon] H |
ID: | =

ilndex | ID | Version | Type | Manuf | Encryptid | .
| 1 12345678 1 7 SFT 00 01f2

Add Key Type:

Delete all Manufacturer:

Delete selected

Load Keys Key

Save Keys P

Add Cancel
Figure 17 fE n cprtyiotoamb | e and keryd reynp tnigo n

Encryption key can be entered directly from the “Packets” table as follows:

mark the encrypted packet by clicking on it in ,Packets” table;

right-click to call the context menu;

click on ,Add Encryption Key“ and a table will pop-up with the selected device ID copied and
filled-in (see Figure 18);

enter the key byte-by-byte as 16 hexadecimal characters (see Figure 18);

save the key into the “Encryption” table by click on ,Add“ (a new row will appear in ,Encryption®
fold).

> > >

>

A Wireless MBUS Analyzer 3.00 B _ ol x|
Eile Config Help
_[ Packets | Radar | Filters I Encryption ]
(] Fitter Add Encryption Key il
packets ID: 12345678
i Version: 1 I 2
‘ Index | Time [s] |AT[s] | RSSI | Length | Cfield | Access # | Status | Signature | Encrypted |
| 1 24:00.733 0.000 -98 64 0xd4 . 0 00 00 00 - [x]
Type: 7
- ——r 7Y 64 0x44 1 [ 00 00 z [
Delete all packet: -78 2 !
| 3 Deletealipaciets s w ey | 2 00 0000 j [v|
Add Filter —
“Variabidl Add Encryption Key Key | 112233 44 55 66 77 88 00 aa bb cc dd ee ff 00 |
Load — =
|Index| gave | dim | Tariff | Storage Add Cancel
1o 0 [a]
of ! m3 0 2 08401 13 D9 F9 7D FB E
3 4292583.03 m3 0 4 084 02 13 76 9E DB FF ¥
- 172.16.16.178:1141 0:30:45
Figure 18 Enteriemgropbpeéegiomect | yiPd a kea btl hee

By using of “Save Keys” and “Load Keys” options there is a possibility to store whole Encryption Key
Table to the special file and load the data when working with WMB-RFAN next time. The procedure is
analogical to the saving and loading of the table of received messages (see paragraph 5.3).
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8 Additional Information

This user manual describes the operation of the software application Wireless MBUS RFAN 3.x Radio
Network Analyzer Software Tool serving for the Wireless M-BUS radio network analysis. General
description of the Wireless M-BUS system, including the examples of the usage, you can find on the
manufacturer web pages:

http://www.wacosystem.com/en/wireless-mbus-modules/description.html

Information about technical parameters of the modules, ways of installation and possibilities of
configuration you can find in the user manuals for the individual modules.

Feel free to contact the manufacturer to get more information related to the WACO and Wireless M-BUS
system:

SOFTLINK s.r.0., Tomkova 409, 278 01 Kralupy nad Vltavou, Czech Republic
Telephone.: +420 315 707 111, E-mail: sales@softlink.cz, WEB: www.softlink.cz
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